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DETAILED ACTION 

1 . Claims 1 -22 are presented for examination. 

Claim Rejections - 35 USC § 102 

2. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 1 02 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1 ) an application for patent, published under section 1 22(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

3. Claims 1, 3-7, 10, 13-17, 19-22 are rejected under 35 U.S.C. 102(e) as being 
anticipated by Lowell et al., Pub No. 2005/0076324 (hereafter Lowell). 

4. Lowell was cited in the previous office action. 

5. As per claims 1 , Lowell teaches a system comprising: 

a processor comprising a hardware virtualization architecture (Para 19, Para 22: 
the VMM is responsible for hardware virtualization) capable of running virtual machines, 
the processor having at least two modes of operation, wherein a first processor mode is 
to run a virtual machine (Para 6; Para 14, lines 2-4; Pg 6, claim 29); 
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memory operatively coupled to the processor, the memory storing a virtual 
management control structure (VMCS) to define authorized access to system resources 
(Para 6); 

a monitor to run in a second processor mode (Para 6); 

means for automatically switching from the first processor mode to the second 
processor mode based on an attempted access of system resources defined in the 
VMCS (Para 22, lines 25-28; Para 23). 

6. As per claims 3, 13, 19, Lowell teaches wherein the monitor is a runtime services 
monitor (RSM) to execute a runtime service on behalf of a virtual machine, the virtual 
machine to run in the first processor mode, wherein the RSM is to place results of the 
runtime service execution in a shared memory location accessible by the virtual 
machine (Para 33). 

7. As per claims 4, 15, 21 , Lowell teaches wherein the processor is to run more 
than one virtual machine (Para 6). 
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8. As per claims 5, 14, 20, Lowell teaches wherein the processor is capable of 
running a first virtual machine simultaneously with a second virtual machine where the 
virtual machines use different operating systems (Para 1, lines 1-3; Para16). 

9. As per claims 6, 7, Lowell teaches wherein the monitor is to access at least one 
of data and instructions to be protected from the virtual machine (Para 23). 

10. As per claims 10, 17, Lowell teaches a method for protecting runtime services, 
comprising: 

attempting access to a system resource by an operating system, wherein the 
operating system runs in virtual machine execution mode on a processor (Para 6); 

automatically switching the processor mode to monitor mode from virtual 
machine execution mode, in response to the attempted access (Para 22, lines 25-28; 
Para 23); 

accessing the system resource by the monitor ( Para 23, lines 14-17); 

switching the processor mode back to virtual machine execution mode from 
monitor mode (Para 37, lines 8-1 1 ; Para 38, lines 21-23). 
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11. As per claims 16, 22, Lowell teaches wherein the monitor is a virtual machine 
monitor having a runtime services monitor component (Para 31). 

Claim Rejections - 35 USC § 103 

12. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

13. Claims 2, 8, 9, 11, 12, 18 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Lowell et al., Pub No. 2005/0076324 (hereafter Lowell). 

14. As per claim 2, Lowell does not specifically teach wherein the first processor 
mode is Virtual Machine Extension (VMX) mode. 

However, it would have been obvious to one having ordinary skill in the art at the 
time of the applicant's invention to modify the teachings of Lowell with wherein the first 
processor mode is Virtual Machine Extension (VMX) mode since Lowell teaches that 
the operating system running on the virtual machine maybe any type of system (Para 
16, lines 1-5), which does not exclude Virtual Machine Extension mode. 
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1 5. As per claims 8, 11, 18, Lowell teaches the virtual machine may try to access 
specific parts of memory that traps to the virtual machine monitor. Lowell does not 
specifically teach that this special memory may contain a runtime service, wherein the 
runtime service comprises at least one item selected from the group consisting of code 
and data. 

However, it would have been obvious to one having ordinary skill in the art at the 
time of the applicant's invention to modify the teachings of Lowell with the special 
memory containing a runtime service, wherein the runtime service comprises at least 
one item selected from the group consisting of code and data, since memory is capable 
of containing anything including code and data. 

16. As per claims 9, 12, Lowell teaches the virtual machine may try to access 
specific parts of memory that traps to the virtual machine monitor. Lowell does not 
specifically teach that this special memory may contain an address of a function pointer, 
wherein the function pointer points to the corresponding runtime service. 

However, it would have been obvious to one having ordinary skill in the art at the 
time of the applicant's invention to modify the teachings of Lowell with the special 
memory containing an address of a function pointer, wherein the function pointer points 
to the corresponding runtime service, since memory is capable of containing anything 
including function pointer. 
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Response to Arguments 

17. Applicant's arguments filed on 1-22 have been fully considered but are not 
persuasive. 

18. In the remark, the applicant argued that: 

i) Lowell does not teach automatically switching from the first processor 
mode to the second processor mode based on an attempted access of system 
resources defined in the VMCS. 

ii) Lowell does not teach a RSM to execute a runtime service on behalf of a 
virtual machine, wherein the RSM is to place results of the runtime service 
execution in a shared memory location accessible by the virtual machine. 

1 9. The Examiner respectfully disagree with the applicant. As to point: 

i) Because the claim is unclear in terms of what a second processor mode is 
and furthermore, it is even more uncertain what it exactly entails for a system 
running in two different modes, <i.e. what happens to a processor when it runs a 
first mode or second mode? Is the first processor mode run in such way that the 
entire processor is devoted to run a virtual machine, including all its resources, 
such that the monitor of the second processor mode can not even be on a 
standby, waiting for interrupts, while the virtual machine is running?>, therefore it 
is uncertain what physically happens to the processor when it is running in one 
mode and not the other, so as of result, the Examiner broadly interpret this 
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statement to mean that the system has the ability to let a second object run when 
a first object attempts access of system resource. In Lowell's invention, the first 
mode corresponds to one of the OS instances, which corresponds to the VMs, 
which can normally have direct control over the processors in the system (Para 
19). However, it is only when the instance access some memory that it is not 
supposed to, for example when there is no valid translation for it, that is when the 
VMM, which corresponds to the second mode, takes over and trap the access of 
interest to itself and takes over from there (Para 22). 

ii) The trap and the handler provided by the VMM are all examples of runtime 
services provided to the OS instance, which corresponds to the virtual machine 
(Para 23). VMM manipulate various data or requests of interest coming from the 
OS instance, and afterwards, presents the modified result back to the OS (Para 
33). 

Conclusion 

20. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1 .136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
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the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the mailing date of this final action. 

21 . Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to MengYao Zhe whose telephone number is 571-272- 
6946. The examiner can normally be reached on Monday Through Friday, 7:30 - 5:00 
EST. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Meng-Ai An can be reached at 571-272-3756. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 
Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published 
applications may be obtained from either Private PAIR or Public PAIR. Status 
information for unpublished applications is available through Private PAIR only. For 
more information about the PAIR system, see http://pair-direct.uspto.gov. Should you 
have questions on access to the Private PAIR system, contact the Electronic Business 
Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a USPTO 
Customer Service Representative or access to the automated information system, call 
800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
/Li B. Zhen/ 

Primary Examiner, Art Unit 2194 



